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1. INTRODUCTION

Traditionally, system designers have been forced to believe that the only way to scale up
reliable data stores, whether on-premise or cloud-hosted, is to shard the database. In
this manner, recent systems like Percolator [Peng and Dabek 2010]; Megastore [Baker
et al. 2011]; WAS [Calder et al. 2011]; and Spanner [Corbett et al. 2012] are able
to drive parallel IO across enormous fleets of storage machines. Unfortunately, these
designs defer to costly mechanisms like two-phase locking or centralized concurrency
managers in order to provide strong consistency across partitions.

At the same time, consensus protocols like Paxos [Lamport 1998] have been used as
a building block for reliable distributed systems, typically deployed on a small number
(between three to seven) servers, to provide a lever for a variety of consistent services:
virtual block devices [Lee and Thekkath 1996]; replicated storage systems [Liskov et al.
1991; Thekkath et al. 1997]; lock services [Burrows 2006]; coordination facilities [Hunt
et al. 2010]; configuration management utilities [MacCormick et al. 2004]; and trans-
action coordinators [Peng and Dabek 2010; Baker et al. 2011; Corbett et al. 2012]. As
these successful designs have become pillars of today’s data centers and cloud back-
ends, there is a growing recognition of the need for these systems to scale in number
of machines, storage-volume, and bandwidth.
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In this article we present CORFU, a shared global log design which alters this
performance-safety tradeoff: On one hand, CORFU is designed to scale to hundreds of
thousands of concurrent client operations per second. On the other hand, a shared log
is a powerful and versatile primitive for ensuring strong consistency in the presence of
failures and asynchrony.

Internally, CORFU is distributed over a cluster of machines and is fully replicated for
fault-tolerance, without sharding data or sacrificing global consistency. CORFU allows
hundreds of concurrent client machines in a large data-center to append to the tail of
a shared log and to read from it over a network. Nevertheless, there is no single I/O
bottleneck to either appends or reads, and the aggregated cluster throughput may be
utilized by clients accessing the log.

Historically, shared log designs have appeared in a diverse array of systems.
QuickSilver [Haskin et al. 1988; Schmuck and Wylie 1991] and Camelot [Spector et al.
1985] used shared logs for failure atomicity and node recovery. LBRM [Holbrook et al.
1995] uses shared logs for recovery from multicast packet loss. Shared logs are also
used in distributed storage systems for consistent remote mirroring [Ji et al. 2003]. In
such systems, CORFU fits the shared log role perfectly, pooling together the aggregate
cluster resources for higher throughput and lower latency.

Moreover, a shared log is panacea for replicated transactional systems. For instance,
Hyder [Bernstein et al. 2011] is a recently proposed high-performance database de-
signed around a shared log, where servers speculatively execute transactions by ap-
pending them to the shared log and then use the log order to decide commit/abort
status. In fact, Hyder was the original motivating application for CORFU and has been
fully implemented over our code base.

Interestingly, a shared log can also be used as a consensus engine, providing func-
tionality identical to consensus protocols such as Paxos (geographically speaking, Corfu
and Paxos are neighboring Greek islands). Used in this manner, CORFU provides a
fast, fault-tolerant service for imposing and durably storing a total order on events in
a distributed system. From this perspective, CORFU can be used as a drop-in replace-
ment for existing Paxos implementations, with far better performance than previous
solutions.

Design. So far, we have argued the power, and hence the desirability, of a shared log.
The key to its success is high performance, which we realize through a paradigm shift
from existing cluster storage designs. In CORFU, each position in the shared log is
projected onto a set of storage pages on different storage units. The projection map is
maintained—consistently and compactly—at the clients. To read a particular position
in the shared log, a client uses its local copy of the map to determine a corresponding
physical storage page, and then directly issues a read to the storage unit storing
that page. To append data, a client first determines the next available position in the
shared log—using a sequencer node as an optimization for avoiding contention with
other appending clients—and then writes data directly to the set of physical storage
pages mapped to that position.

In this way, the log in its entirety is managed without a leader, and CORFU circum-
vents the throughput cap of any single storage node. Instead, we can append data to
the log at the aggregate bandwidth of the cluster, limited only by the speed at which
the sequencer can assign them 64-bit tokens, that is, new positions in the log. The eval-
uation for this article was done with a user-space sequencer serving 200K tokens/s,
whereas our more recent user-space sequencer is capable of 500K tokens/s. Moreover,
we can support reads at the aggregate cluster bandwidth. Essentially, CORFU’s design
decouples ordering from I/O, extracting parallelism from the cluster for all IO while
providing single-copy semantics for the shared log.
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Naturally, the real throughput that clients obtain may depend on application work-
loads. However, we argue that CORFU provides excellent throughput in many realistic
scenarios. CORFU’s append protocol generates nearly perfect sequential write-load,
which can be turned into a high throughput, purely sequential access pattern at the
server units with very little buffering effort. Meanwhile, reads can be served from a
memory cache [Rosenblum and Ousterhout 1991; Seltzer et al. 1995], or from from a
cold standby as in Junqueira [2012]. This leaves nonsequential accesses, which may
result from log compaction procedures. Because we design for large clusters, com-
paction need not be performed during normal operations, and may be fulfilled by
switching between sets of active storage drives. Finally, as we originally argued in
Balakrishnan et al. [2012] for the use of nonvolatile flash memory as CORFU stor-
age units, which alleviates altogether any performance degradation due to random-
accesses. Indeed, our present evaluation of CORFU is carried on servers equipped with
SSD drives.

The last matter we need to address is efficient failure handling. When storage units
fail, clients must move consistently to a new projection from log positions to storage
pages. CORFU achieves this via a reconfiguration mechanism (patterned after Vertical
Paxos [Lamport et al. 2009] and Virtually Synchronous Reconfiguration [Birman et al.
2010]) capable of restoring availability within tens of milliseconds on drive failures.
A challenging failure mode peculiar to a client-centric design involves “holes” in the
log; a client can obtain a log position from the sequencer for an append and then
crash without completing the write to that position. To handle such situations, CORFU
provides a fast hole-filling primitive that allows other clients to complete an unfinished
append (or mark the log position as junk) within a millisecond.

Applications. Applications can make use of the high throughput shared log design
that CORFU offers in two fundamental ways. One is as a journal of commands which
are applied in sequence to replicate a service, such as a replicated database. The other
is as a log of data updates, to which clients dump revisions over the network, and
CORFU durably stores data versions without overwriting in place. We exemplify both
modes through two general-purpose service applications.

(1) CORFU-Store. This is a key-value store that supports atomic multikey puts and
gets, fast consistent checkpointing, and low-latency geo-distribution; these are
properties that are difficult to achieve on conventional partitioned key-value stores.

(2) CORFU-SMR. This is a State Machine Replication (SMR) library where replicas
propose commands by appending to the log and execute commands by playing the
log.

The evaluation section reports on our experience with both of these services. In ad-
dition to these, we have also built a runtime called Tango that implements highly
available, persistent data structures over CORFU, described in an accompanying paper
[Balakrishnan et al. 2013].

Evaluation. We evaluate a CORFU implementation on a cluster of 32 Intel X25-V
drives attached to servers, showing that it saturates the aggregate storage bandwidth
of the cluster at speeds of 400K 4KB reads per second and nearly 200K 4KB appends
per second over the network. We also evaluate CORFU running over an FPGA-based
network-attached storage unit, showing that it performs end-to-end reads under 0.5 ms
and cross-rack mirrored appends under 1 ms. We show that CORFU is capable of
recovering from holes within a millisecond and from crashed drives within 30 ms.
Finally, we show that CORFU-Store provides atomic operations at the speed of the
log (40K 10-key multigets/s and 20K 10-key multiputs/s, with 4KB values), and that
CORFU-SMR runs at 70K 512-byte commands/s with 10 state machine replicas.
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Fig. 1. CORFU presents applications running on clients with the abstraction of a shared log, implemented
over a cluster of storage units by a client-side library.

Our design places most CORFU functionality at the clients, which reduces the com-
plexity, cost, latency, and power consumption of the storage units. In fact, CORFU
can operate over SSDs that are attached directly to the network, eliminating general-
purpose storage servers from the critical path. In a parallel effort outside the scope of
this paper [Wei et al. 2013], we have prototyped a network-attached storage unit on
an FPGA platform; when used with the CORFU stack, this custom hardware provides
the same throughput as a server-based storage unit while using an order of magnitude
less power and providing 33% lower latency on reads. Over a cluster of such storage
units, CORFU’s logging design acts as a distributed SSD, implementing functionality
found inside conventional SSDs—such as wear-leveling—at cluster scale.

Summary. To summarize the contributions of this article, we propose a complete
design and implementation of a shared log abstraction over a storage cluster. This
design is characterized by the property that maximum append throughput is not a
function of any single node’s I/O bandwidth. We describe low-latency fault-tolerance
mechanisms for recovering from storage unit crashes and holes in the log. We present
designs for a strongly consistent key-value store and a state machine replication library
that use CORFU. Finally, we evaluate CORFU throughput, latency, fault-tolerance, and
application performance on a 32-drive cluster of server-attached SSDs as well as an
FPGA-based network-attached SSD.

2. DESIGN AND IMPLEMENTATION

The setting for CORFU is a data center with a large number of application servers
(which we call clients) and a cluster of storage units (see Figure 1). Our goal is to
provide applications running on the clients with a shared log abstraction implemented
over the storage cluster.

Our design for this shared log abstraction aims to drive appends and random-reads
to/from the log at the aggregate throughput that the storage cluster provides, while
avoiding bottlenecks in the distributed software design. We strive to keep the server
units’ functionality as simple as possible, so that it can be realized by a standard host
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Fig. 2. API exposed by CORFU to applications.

equipped with a storage device, or even by a power-efficient FPGA controller (more
on this below). We achieve these goals by devising a novel bottleneck-free distributed
logging protocol, which places all CORFU functionality at the clients and lets them
read and write directly to the address space of each storage unit. Storage nodes do
not initiate communication, are unaware of other storage units, and do not participate
actively in replication protocols.

The entire solution is given succinctly in Figure 4. On the left-hand side are the
client’s algorithms, and on the right-hand side, server functionalities (including the
sequencer). In a nutshell, the solution consists of a client-side library which imple-
ments the API shown in Figure 2 to applications; and a server-side functionality which
complements it to provide for reliable replication and efficient space management.

The client API includes the following operations. The append interface adds an entry
to the log and returns its position. If the append operation encounters a problem, an
error-code is returned, indicating that there is no certainty that the entry has been
appended. The read interface accepts a position in the log and returns the entry at that
position. If no entry exists at that position, an error code is returned. The application
can perform garbage collection using trim, which indicates to CORFU that no valid
data exists at a specific log position. Lastly, the application can fill a position in the log,
which may be needed to fill gaps in the log with valid content. The semantics provided
for read/write operations is linearizability [Herlihy and Wing 1990], which for a log
means that once a log entry is fully written by a client or has been read, any future
read will see the same content (unless it is reclaimed via a trim operation).

CORFU’s task of implementing a shared log abstraction with this API over a cluster
of storage units—each of which exposes a separate address space—is described in the
remainder of this section. We walk through the algorithms in detail below, starting with
the storage-server, then moving to the way log entries are projected onto storage pages,
the append functionality, and replication. We finish the description with mechanisms
for reconfiguration and for garbage collection.

2.1. Storage Unit Functionality

The storage unit functionality is depicted in Figure 4 on the right-hand side. The most
basic requirement of a storage unit is that it support READs and WRITEs on an infinite,
logical address space of fixed-size pages. We use the term “storage page” to refer to
a page on this logical address space; logical pages are mapped internally to physical
pages.

To support a specially-tailored replication protocol we have devised for the shared
log, CORFU requires “write-once” semantics on the storage unit’s address space. Reads
on pages that have not yet been written should return an error code (err unwritten).
Writes on pages that have already been written should also return an error code
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(err written). In addition to reads and writes, storage units are also required to expose
a DELETE command, allowing clients to indicate that the storage page is not in use
anymore. Reading a previously deleted page should return an err deleted error code.

Implementing the infinite address space entails keeping a hash-map from 64-bit
virtual addresses to the physical address space of the storage. With respect to write-
once semantics, an address is considered unwritten if it does not exist in the hash-map.
When an address is written to the first time, an entry is created in the hash-map
pointing the virtual address to a valid physical address. Each hash-map entry also has
a bit indicating whether the address has been deleted or not, which is set by the DELETE

command.
Accordingly, a read succeeds if the address exists in the hash-map and does not have

the deleted bit set. It returns err deleted if the deleted bit is set, and err unwritten if
the address does not exist in the hash-map. A write to an address that exists in the
hash-map returns err deleted if the deleted bit is set and err written if it is not. If the
address is not in the hash-map, the write succeeds.

To eventually remove deleted addresses from the hash-map, the storage unit also
maintains a watermark before which no unwritten addresses exist, and removes
deleted addresses from the hash-map that are lower than the watermark. Reads
and writes to addresses before the watermark that are not in the hash-map return
err deleted immediately.

The storage unit also efficiently supports fill operations that write junk by treat-
ing such writes differently from first-class writes. Junk writes are initially treated as
conventional writes, either succeeding or returning err written or err deleted as ap-
propriate. However, instead of writing to the block device, the storage unit points the
hash-map entry to a special address reserved for junk; this ensures that storage pages
are not wasted. Also, once the hash-map is updated, the entry is immediately deleted
in the scope of the same operation. This removes the need for clients to explicitly track
and trim junk in the log.

In addition, storage units are required to support a SEAL command. Each incoming
message to a storage unit is tagged with an epoch number. When a particular epoch
number is sealed at a storage unit, it must reject all subsequent messages sent with
an epoch equal or lower to the sealed epoch. In addition, the storage unit is expected
to send back an acknowledgment for the seal command to the sealing entity, including
the highest logical page address that has been written on its address space thus far.

The seal capability is simple: the storage unit maintains an epoch number s epoch
and rejects all messages tagged with equal or lower epochs, sending back an err sealed
error code. When a seal command arrives with a new epoch to seal, the storage unit
first flushes all ongoing operations and then updates its s epoch. It then responds to
the seal command with highaddr, the highest address written in the address space it
exposes; this is required for reconfiguration, as explained below.

2.2. Projections

Each CORFU client holds a copy of a global projection that carves the log into disjoint
ranges. Each such range is projected to a list of extents within the address spaces of
individual storage units. Figure 3 shows an example projection, where range [0, 40K)
is projected onto extents on units F0 and F1, while [40K, 80K) is projected onto extents
on F2 and F3.
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Fig. 3. Example projection that maps different ranges of the shared log onto storage unit extents.

Within each range in the log, positions are mapped to storage pages in the corre-
sponding list of extents via a simple, deterministic function. The default function used
is round-robin: in the example in Figure 3, log position 0 is mapped to F0 : 0, position 1
is mapped to F1 : 0, position 2 back to F0 : 1, and so on. Any function can be used
as long as it is deterministic, given a list of extents and a log position. The example
above maps each log position to a single storage page; for replication, each extent is
associated with a replica set of storage units rather than just one unit. For example,
for two-way replication the extent F0 : 0 : 20K would be replaced by F0/F ′

0 : 0 : 20K
and the extent F1 : 0 : 20K would be replaced by F1/F ′

1 : 0 : 20K.
Accordingly, to map a log position to a set of storage pages, the client first consults its

projection to determine the right list of extents for that position; in Figure 3, position
45K in the log is in the range [40K, 80K] mapped to extents on units F2 to F3. It then
computes the log position relative to the start of the range; in the example, this is
5K. Using this relative log position, it applies the deterministic function on the list of
extents to determine the storage pages to use. With the round-robin function and the
example projection above, the resulting page would be F2 : 2500.

By projecting log positions onto storage pages, a projection allows clients to access
the data pages associated with log entries directly at the storage units. Since CORFU
organizes this address space as a log (using a tail-finding mechanism which we will
describe shortly), clients end up writing only to the last range of positions in the
projection ([40K, 80K) in the example); we call this the active range in the projection.

2.3. Appending without Replication

Thus far, we have described the machinery used by CORFU to map log positions to sets
of storage pages. This allows clients to directly access the page(s) associated with any
position in a logical address space. Supporting reads is immediate from this. However,
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Fig. 4. CORFU protocols.

in order to treat this address space as an appendable log, clients must be able to find
the tail of the log and exclusively write to it.

It is possible to allow clients to contend for positions in an unconstrained manner so
long as only one write is allowed to “win” on each position; in the absence of replication,
this property is satisfied trivially by the storage unit’s write-once semantics. In this
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case, when a CORFU instance is started, every client that wishes to append data will
try to concurrently write to position 0. One client will win, while the rest fail; these
clients then try again on position 1, and so on. This approach provides linearizable log
semantics, i.e., writes complete successfully with the guarantee that any subsequent
read on the position returns the value written, until the position is trimmed.

However, it is clear that such an approach will result in poor performance when
there are hundreds of clients concurrently attempting appends to the log. To eliminate
such contention at the tail of the log, CORFU uses a dedicated sequencer that assigns
clients “tokens,” corresponding to empty log positions. The sequencer can be thought
of as a simple networked counter. To append data, a client first goes to the sequencer,
which returns its current value and increments itself. The client has now reserved a
position in the log and can write to it without contention from other clients.

Importantly, the sequencer does not represent a single point of failure; it is merely an
optimization to reduce contention in the system and is not required for either safety or
progress. For fast recovery from sequencer failure, we store the identity of the current
sequencer in the projection and use reconfiguration to change sequencers. The starting
counter of a new sequencer is determined using the highest page written on each
storage unit, which is returned by the storage unit in response to the seal command
during reconfiguration.

However, CORFU’s sequencer-based approach does introduce a new failure mode,
since “holes” can appear in the log when clients obtain tokens and then fail to use them
immediately due to crashes or slowdowns. Holes can cripple applications that consume
the log in strict order, such as state machine replication or transaction processing,
since no progress can be made until the status of the hole is resolved. Given that a
large system is likely to have a few malfunctioning clients at any given time, holes can
severely disrupt application performance. A simple solution is to have other clients fill
holes aggressively with a reserved junk value. To prevent aggressive hole-filling from
burning up storage pages and network bandwidth, storage units can be junk-aware,
simply updating internal metadata to mark a logical address as filled with junk instead
of writing an actual value to the storage.

Note that filling holes reintroduces contention for log positions: if a client is merely
late in using a reserved token and has not really crashed, it could end up competing
with another client trying to fill the position with junk, which is equivalent to two
clients concurrently writing to the same position. In other words, the sequencer is an
optimization that removes contention for log positions in the common case, but does
not eliminate it entirely.

2.4. Appending with Replication

Naturally, the single-unit solution above does not provide fault tolerance. We achieve
fault tolerance by projecting each position to a replica set of storage pages in the
cluster using the current projection. The full append protocol is more intricate due to
replication, as we now need to establish agreement on content among its replica set.

Although any replication protocol solves this correctly, several aspects of our settings
guided us to devise a novel variant. First, since deploying a storage unit for data has
nonmarginal cost, we require a consensus solution that tolerates f failures with just
f +1 replicas. This means that we do not deploy any majority-based algorithm. Second,
the CORFU design poses minimal functionality requisites on storage units, hence we
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require replicas to not communicate with one another. Finally, we need to support fast
reads that do not require a client to go to more than one replica to retrieve data.

To address these needs, CORFU uses a simple chaining protocol, which is in essence
a client-driven variant of Chain Replication [van Renesse and Schneider 2004]. When
a client wants to write to a replica set of storage pages (after having obtained a token
for this position), it updates them in a deterministic order, waiting for each storage
unit to respond before moving to the next one. The write is successfully completed
when the last storage unit in the chain is updated. As a result, if two clients attempt
to concurrently update the same replica set of storage pages, one of them will arrive
second at the first unit of the chain and receive an err written.

To read from the replica set, clients have two options. If the reading client already
knows that the log position has been successfully written to (for example, via an out-of-
band notification by the writing client), it can go to any replica in the chain for better
read performance. Alternatively, a reader may probe the last unit of the chain to check
if a write has completed. If indeed a write has completed on that log position, the last
unit can return the content. If the last unit has not yet been updated, it will return an
err unwritten.

We need to address three kinds of failures. First, a client failure midway through an
append can result in a replica chain partially or fully empty. Chained appends allow a
client to rapidly fill such holes. To fill holes, the client starts by checking the first unit of
the chain to determine if a valid value exists in the prefix of the chain. If such a value
exists, the client walks down the chain to find the first unwritten replica, and then
“completes” the append by copying over the value to the remaining unwritten replicas
in chain order. Alternatively, if the first unit of the chain is unwritten, the client writes
the junk value to all the replicas in chain order. CORFU exposes this fast hole-filling
functionality to applications via a fill interface. Applications can use this primitive as
aggressively as required, depending on their sensitivity to holes in the shared log.

Second, storage units may fail (or, they may require an upgrade, or become filled up
and need replacement). We address configuration changes in the next section.

Third, due to reconfiguration, a client might fail to read a position even though
a write on it has completed. This may happen as follows. Say that a projection is
changed to remove a working unit, for example, due to a network disruption that
causes the unit to temporarily detach. Some clients may remain uninformed about the
reconfiguration, perhaps having detached from the main partition of the system due to
the same network disruption. If this unit stored the last page in a replica set for some
position in the previous projection, this client might continue to probe this unit for the
status of this log position. Then the client may obtain an err unwritten error code, even
after the position has been completely written in the new configuration.

There are several ways to address this problem. Even with this somewhat rare failure
scenario, the system upholds serializability of reads, which may suffice. Alternatively,
we may disable fast reads altogether, and require reads to go to all replicas, unless they
already know an entry has been filled. Another solution is to assign leases to storage
units, which automatically expire unless the unit periodically renews them. Some
entity in the system, for example, the sequencer, must manage these leases, which is
not a heavy burden, as renewals are performed at fairly coarse intervals (typically in
the order of seconds). However, a cost associated with this approach is that we need to
wait for a lease expiration before we can remove a unit from the configuration.
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Fig. 5. Sequence of projections: When F6 fails in (A) with the log tail at 50K, clients move to (B) in order to
replace F6 with F8 for new appends. Once old data on F6 is rebuilt, F8 is used in (C) for reads on old data as
well. When the log tail goes past 80K, clients add capacity by moving to (D).

2.5. Changing Projections

When some event occurs that necessitates a change in a projection—for example, when
a storage unit fails, or when the tail of the log moves past the current active range—we
switch to a new projection. The succession of projections forms a sequence of epochs,
and clients can read and write the storage units directly so long as their projection is
up-to-date. When we change the projection, we invoke a seal request on all relevant
storage units, so that clients with obsolete copies of a projection will be prevented from
continuing to access them. All messages from clients to storage units are tagged with
the epoch number, so messages from sealed epochs can be aborted.

In this sense, a projection serves as a view of the current configuration. However, a
projection change does not necessarily ditch an old configuration and replace it with
a new one. Rather, it may link a new range in a succession of ranges, keeping the old
ones intact, and letting clients continue reading log entries which have already been
filled. Likewise, it may affect the configuration of some past ranges and not others. So
over time the log evolves in disjoint ranges, each one using its own projection onto a
set of storage extents. Care must be taken to ensure that any clients operating in the
context of previous epochs and clients in the new epoch read the log consistently.

Projections—and the ability to move consistently between them—offer a versatile
mechanism for CORFU to deal with dynamism. Figure 5 shows an example sequence
of projections. In Figure 5(A), range [0, 40K) in the log is mapped to the two storage
unit mirrored pairs F0/F1 and F2/F3, while range [40K, 80K) is mapped to F4/F5 and
F6/F7. When F6 fails with the log tail at position 50K, CORFU moves to projection
(B) immediately, replacing F6 with F8 for new appends beyond the current tail of the
log, while servicing reads in the log range [40K, 50K) with the remaining mirror F7.
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Note that this upholds safety of fully written log entries: Any log offset which has
already been mirrored to F7 in the range [40K, 50) can continue to be read in the next
epoch.

Once F6 is completely rebuilt on F8 (by copying entries from F7), the system moves
to projection (C), where F8 is now used to service all reads in the range [40K, 80K).
Eventually, the log tail moves past 80K, and the system again reconfigures, adding a
new range in projection (D) to service reads and writes past 80K.

The mechanics of forming a reconfiguration decision are tailored to the client-centric
CORFU architecture, and in particular, involve no communication among the storage
units. More specifically, our reconfiguration procedure involves two steps. The first
is a “seal-and-snapshot” step, and its purpose is to ensure that any appended value
in the current projection Pi survives reconfiguration. This would not be possible if
clients continued writing directly to the active range of Pi indefinitely. We reject any
client messages with obsolete epochs, writes as well as reads. When clients receive
these rejections, they realize that the current projection has been sealed. We note that
storage units not affected by the reconfiguration need not be sealed, and hence, often
only a small subset of storage units have to be sealed, depending on the reason for
reconfiguration.

The second step involves reaching an agreement decision on the next projection Pi+1.
The decision must preserve the safety of any log entries, which have been fully written
and might have been read by clients in the current active range. Therefore, we always
“err on the conservative side,” and include any entry that is filled in all surviving
storage units. For example, consider the scenario in Figure 5. Moving from (A) to (B),
we lost F6 but retained the mirror F7. The new projection (B) upholds the safety of
any log entries that have been fully mirrored to F7. In a slightly different scenario, we
might lose F7, and retain F6. In this case, we won’t know if entries [40K, 50K) have
been successfully mirrored or not, but we would have to assume that they might have
been, and extend the projection accordingly.

We do not discuss the details of the actual consensus protocol here, as there is
abundant literature on the topic. Our current implementation incorporates a Paxos-like
consensus protocol using storage units in place of Paxos-acceptors. Note that multiple
clients can initiate reconfiguration simultaneously, but only one of them succeeds in
proposing the new projection.

Clients that read a storage unit and discover that their local projection is stale need
to learn the new projection. We currently employ a shared network drive for storing the
sequence of agreed-upon projections, but other methods may replicate this information
more robustly.

2.6. Garbage Collection

CORFU provides the abstraction of an infinitely growing log to applications. The ap-
plication does not have to move data around in the address space of the log to free
up space. All it is required to do is to use the trim interface to inform CORFU when
individual log positions are no longer in use. As a result, CORFU makes it easy for
developers to build applications over the shared log without worrying about garbage
collection strategies. An implication of this approach is that as the application appends
to the log and trims positions selectively, the address space of the log can become
increasingly sparse.
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Accordingly, CORFU has to efficiently support a sparse address space for the shared
log. The solution is a two-level mapping. As described before, CORFU uses projections
to map from a single infinite address space to individual extents on each storage unit.
Each storage-unit then maps a sparse 64-bit address space, broken into extents, onto
the physical set of pages. The storage unit has to maintain a hash map from 64-bit
addresses to the physical address space of the storage.

Another place where system information might grow large is the succession of pro-
jections. Each projection by itself is a range-to-range mapping, and hence it is quite
concise. However, it is possible that an adversarial workload can result in bloated pro-
jections; for instance, if each range in the projection has a single valid entry that is
never trimmed, the mapping for that range has to be retained in the projection for
perpetuity.

Even for such adversarial workloads, it is easy to bound the size of the projection
tightly by introducing a small amount of proactive data movement across storage units
in order to merge consecutive ranges in the projection. For instance, we estimate that
adding 0.1% writes to the system can keep the projection under 25 MB on a 1 TB
cluster for an adversarial workload. In practice, we do not expect projections to exceed
10s of KBs for conventional workloads; this is borne out by our experience in building
applications over CORFU. In any case, handling multi-MB projections is not difficult,
since they are static data structures that can be indexed efficiently. Additionally, new
projections can be written as deltas to the auxiliary share.

3. CORFU APPLICATIONS

There are two fundamental modes in which distributed applications can cooperate
over a shared log, one as a log structured store, and another as a totally ordered
reliable broadcast channel. We explain both modes and exemplify their use through
two general-purpose services, one for each mode, which we built over CORFU.

The first usage mode is a log-structured store. It holds a universe of data items which
are updated over time by appending new versions to the log. This has several benefits:
It automatically maintains a journal of versions and updates. It creates a sequential
update workload instead of writing to random places. It can easily support multiitem
operation atomicity. Last, it can easily support snapshot and mirroring operations by
capturing and copying growing prefixes of the log.

We have prototyped a general-purpose service using this mode, named CORFU-Store,
a key-value store. This is a key-value store that supports a number of properties that
are difficult to achieve on partitioned stores, including atomic multikey puts and gets,
distributed snapshots, geo-distribution and distributed rollback/replay. In CORFU-
Store, a map-service (which can be replicated) maintains a mapping from keys to
shared log offsets. To atomically put multiple keys, clients must first append the key-
value pairs to the CORFU log, append a commit record, and then send the commit
record to the map-service. To atomically get multiple keys, clients must query the
map-service for the latest key-offset mappings, and then perform CORFU reads on the
returned offsets. This protocol ensures linearizability for single-key puts and gets, as
well as atomicity for multikey puts and gets.

CORFU-Store’s shared log design makes it easy to take consistent point-in-time
snapshots across the entire key space, simply by playing the shared log up to some
position. The key-value store can be geo-distributed asynchronously by copying the log,
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ensuring that the mirror is always at some prior snapshot of the system, with bounded
lag. Additionally, CORFU-Store ensures even wear-out across the cluster despite highly
skewed write workloads.

The evaluation section reports more on our experience with CORFU-Store.
The second use case of CORFU is as a reliable, totally ordered broadcast channel.

This is a quintessential tool for consistent replication, identical to the manner in which
Paxos is used for implementing replicated state machines. Each SMR server simply
plays the log forward to receive the next command to execute. It proposes new com-
mands into the state machine by appending them to the log. Here, the log serves both
as the authoritative source of ordering in the system and as a durable store; an SMR
state can be soft, and may always be recovered by playing the log. In this capacity,
CORFU is an enabler for a class of high throughput, in-memory replicated services.
For example, we have implemented the Hyder database [Bernstein et al. 2011], which
was our primary initial motivating use case, over CORFU.

We also built and evaluated an SMR library over CORFU, which deposits opaque
commands in the log and uploads commands from the log for execution by the SMR
servers. In our current implementation, each SMR server plays the log forward by
issuing reads to the log. We present some performance numbers regarding this SMR
library in the evaluation section.

Many of the research issues involved with CORFU applications are beyond the scope
of this article, and will be reported separately. Briefly, when used as a log-structured
store, the challenges concentrate around two dimensions. One is to maintain a map-
ping from data items to their most recent location; and to implement the distributed
mapping, so that it doesn’t become a bottleneck for users. Another is to compact and
clean-up the log so that it does not grow sparse with old entries left at the tail of the
log. When used for replication, one of the main challenges is to be able to keep up with
the log by the replicated state-machines. We are investigating different approaches to
playing the log forward, perhaps by having dedicated machines multicast the contents
of the log out to all SMR servers. In both use modes, common challenges are to provide
for checkpointing application state, so that recovering from a failure with the help
of the log becomes fast, and to allow selective recovery from the log for a variety of
purposes.

There are other potential applications. One application in the works is a shared block
device that exposes a conventional fixed-size address space; this can then be used to
expose multiple, independent virtual disks to client VMs [Meyer et al. 2008]. Another
application is reliable multicast, where senders append to a single, channel-specific
log before multicasting. A receiver can detect lost packets by observing gaps in the
sequence of log positions and retrieve them from the log.

4. EVALUATION

Our current evaluation platform uses SATA SSDs for block devices. These are well-
suited for our purposes for a number of reasons. Nonvolatile memories are fast, hold-
ing great potential for high performance storage in large data-centers. Additionally,
the use of nonvolatile memory-based storage alleviates any potential performance hic-
cups due to nonsequential access for occasional reads from the middle of the log and
for garbage collection. Finally, our log-structured access matches perfectly the best
usage scenario for SSDs, because the Flash Translation Layer (FTL) of today’s SSDs
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internally organizes memory as a log store. Our storage units come in the following
two forms.

(1) Server-attached SATA SSDs. This consists of a pair of conventional SATA SSDs
attached to servers. The server accepts CORFU commands over the network from
clients and implements the server functionality described above, issuing reads and
writes to the fixed-size address space of the block device as required.

(2) Network-attached flash. This custom implementation consists of an FPGA, a net-
work interface, and a SATA-connected SSD. The server functionality and network
protocols are entirely implemented in hardware. This design eliminates the need
for a server interposed between fast storage devices and clients sitting on a fast in-
terconnect. We used the Beehive [Thacker] architecture on both the Xilinx XUPv5
development platform [Xilinx 2011] and the BEE3 hardware platform [Davis et al.
2009] for prototyping. When running at full speed, the XUPv5 prototype consumes
around 15W; in contrast, a conventional storage server consumes on the order of
250W. With suitable Flash Translation Layer firmware, our network flash unit
could run over raw flash rather than employing an SSD. Arguably, CORFU’s in-
herent log structure allows a simpler FTL design as compared to a standard disk
interface.

For throughput, we evaluate CORFU on a cluster of 32 Intel X25V drives. Our experi-
ment setup consists of two racks; each rack contains 8 servers (with 2 drives attached
to each server) and 11 clients. Each machine has a 1 Gbps link. Together, the two drives
on a server provide around 40,000 4KB read IOPS; accessed over the network, each
server bottlenecks on the Gigabit link and gives us around 30,000 4KB read IOPS.
Each server runs two processes, one per SSD, which act as individual flash units in the
distributed system. Currently, the top-of-rack switches of the two racks are connected
to a central 10 Gbps switch; our experiments do not generate more than 8 Gbps of
interrack traffic. We run two client processes on each of the client machines, for a total
of 44 client processes.

In all our experiments, we run CORFU with two-way replication, where appends
are mirrored on drives in either rack. Reads go from the client to the replica in the
local rack. Accordingly, the total read throughput possible on our hardware is equal to
2 GB/sec (16 servers X 1 Gbps each) or 500K/sec 4KB reads. Append throughput is half
that number, since appends are mirrored.

Unless otherwise mentioned, our throughput numbers are obtained by running all
44 client processes against the entire cluster of 32 drives. We measure throughput at
the clients over a 60-second period during each run.

4.1. End-to-End Latency

We first summarize the end-to-end latency characteristics of CORFU in Figure 6. We
show the latency for read, append, and fill operations issued by clients for four CORFU
configurations. The leftmost bar for each operation type (Server:TCP,Flash) shows the
latency of the server-attached flash unit where clients access the flash unit over TCP/IP
when data is durably stored on the SSD; this represents the configuration of our 32-
drive deployment. To illustrate the impact of flash latencies on this number, we then
show (Server:TCP,RAM), in which the flash unit reads and writes to RAM instead of the
SSD. Third, (Server:UDP,RAM) presents the impact of the network stack by replacing
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Fig. 6. Latency for CORFU operations on different flash unit configurations.

TCP with UDP between clients and the flash unit. Lastly, (FPGA:UDP,Flash) shows
end-to-end latency for the FPGA+SSD flash unit, with the clients communicating with
the unit over UDP.

Against these four configurations we evaluate the latency of three operation types.
Reads from the client involve a simple request over the network to the flash unit.
Appends involve a token acquisition from the sequencer, and then a chained append
over two flash unit replicas. Fills involve an initial read on the head of the chain to
check for incomplete appends, and then a chained append to two flash unit replicas.

In this context, Figure 6 makes a number of important points. First, the latency of
the FPGA unit is very low for all three operations, providing submillisecond appends
and fills while satisfying reads within half a millisecond. This justifies our emphasis
on a client-centric design; eliminating the server from the critical path appears to have
a large impact on latency. Second, the latency to fill a hole in the log is very low; on
the FPGA unit, fills complete within 650 microseconds. CORFU’s ability to fill holes
rapidly is key to realizing the benefits of a client-centric design, since hole-inducing
client crashes can be very frequent in large-scale systems. In addition, the chained
replication scheme that allows fast fills in CORFU does not impact drastically append
latency; on the FPGA unit, appends complete within 750 microseconds.

4.2. Throughput

We now focus on throughput scalability; these experiments are run on our 32-drive
cluster of server-attached SSDs. To avoid burning out the SSDs in the throughput
experiments, we emulate writes to the SSDs; however, all reads are served from the
SSDs, which have “burnt-in” address spaces that have been completely written to.
Emulating SSD writes also allows us to test the CORFU design at speeds exceeding
the write bandwidth of our commodity SSDs.

Figure 7 shows how log throughput for 4KB appends and reads scales with the
number of drives in the system. As we add drives to the system, both append and read
throughput scale up proportionally. Ultimately, append throughput hits a bottleneck at
around 180K appends/sec; this is the maximum speed of our sequencer implementation,
which is a user-space application running over TCP/IP. Since we were near the append
limit of our hardware, we did not further optimize our sequencer implementation.
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Fig. 7. Throughput for random reads and appends.

Fig. 8. Reconfiguration performance on 32-drive cluster. Left: Appending client waits on failed drive for 1
second before reconfiguring, while reading client continues to read from alive replica. Middle: Distribution
of sealing and total reconfiguration latency for 32 drives. Right: Scalability of sealing with number of drives.

At such high append throughputs, CORFU can wear out 1 TB of MLC flash in around
four months. We believe that replacing a $3K cluster of flash drives every four months
is acceptable in settings that require strong consistency at high speeds, especially since
we see CORFU as a critical component of larger systems (as a consensus engine or a
metadata service, for example).

4.3. Reconfiguration

Reconfiguration is used extensively in CORFU to replace failed drives, to add capacity
to the system, and to add, remove, or relocate replicas. This makes reconfiguration
latency a crucial metric for our system.

Recall that reconfiguration latency has two components: sealing the current con-
figuration, which contacts a subset of the cluster, and writing the new configuration
to the auxiliary. In our experiments, we conservatively seal all drives, to provide an
upper bound on reconfiguration time; in practice, only a subset needs to be sealed. Our
auxiliary is implemented as a networked file share.

Figure 8 (left) shows throughput behavior at an appending and reading client when
a flash unit fails. When the error occurs 25 seconds into the experiment, the append-
ing client’s throughput flat-lines and it waits for a 1-second timeout period before
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Fig. 9. Example CORFU application: CORFU-Store supports atomic multigets and multiputs at cluster
scale.

reconfiguring to a projection that does not have the failed unit. The reading client,
on the other hand, continues reading from the other replica; when reconfiguration
occurs, it receives an error from the replica indicating that it has a stale, sealed projec-
tion; it then experiences a minor blip in throughput as it retrieves the latest projection
from the auxiliary. The graph for sequencer failure looks identical to this graph.

Figure 8 (middle) shows the distribution of the latency between the start of recon-
figuration and its successful completion on a 32-drive cluster. The median latency for
the sealing step is around 5 ms, while writing to the auxiliary takes 25 ms more.
The slow auxiliary write is due to overheads in serializing the projection as human-
readable XML and writing it to the network share; implementing the auxiliary as a
static CORFU instance and writing binary data would give us submillisecond auxiliary
writes (but make the system less easy to administer).

Figure 8 (right) shows how the median sealing latency scales with the number of
drives in the system. Sealing involves the client contacting all flash units in parallel
and waiting for responses. The auxiliary write step in reconfiguration is insensitive to
system size.

4.4. Applications

We now demonstrate the performance of CORFU-Store for atomic multikey operations.
Figure 9 (left) shows the performance of multiput operations in CORFU-Store. On the
x-axis, we vary the number of keys updated atomically in each multiput operation.
The bars in the graph plot the number of multiputs executed per second. The line
plots the total number of CORFU log appends as a result of the multiput operations;
a multiput involving k keys generates k + 1 log appends, one for each updated key
and a final append for the commit record. For small multiputs involving one or two
keys, we are bottlenecked by the ability of the CORFU-Store map-service to handle and
process incoming commit records; our current implementation bottlenecks at around
50K single-key commit records per second. As we add more keys to each multiput, the
number of log appends generated increases and the CORFU log bottlenecks at around
180K appends/sec. Beyond four keys per multiput, the log bottleneck determines the
number of multiputs we push through; for example, we obtain 180K

6 = 30K multiputs
involving five keys.

ACM Transactions on Computer Systems, Vol. 31, No. 4, Article 10, Publication date: December 2013.



TOCS3104-10 ACM-TRANSACTION November 23, 2013 14:12

CORFU: A Distributed Shared Log 10:19

Fig. 10. Example CORFU application: CORFU-SMR supports high-speed state machine replication.

Figure 9 (right) shows performance for atomic multiget operations. As we increase
the number of keys accessed by each multiget, the overall log throughput stays constant
while multiget throughput decreases. For four keys per multiget, we get a little over
100K multigets per second, resulting in a load of over 400K reads/s on the CORFU log.

Figure 10 shows the throughput of CORFU-SMR, the state machine replication li-
brary implemented over CORFU. In this application, each client acts as a state machine
replica, proposing new commands by appending them to the log and executing com-
mands by playing the log. Each command consists of a 512-byte payload and 64 bytes
of metadata; accordingly, seven commands can fit into a single CORFU log entry with
batching. In the experiment, each client generates 7K commands/sec; as we add clients
on the x-axis, the total rate of commands injected into the system increases by 7K.
On the y-axis, we plot the average rate (with error bars signifying the min and max
across replicas) at which commands are executed by each replica. While the system has
ten or fewer CORFU-SMR replicas, the rate at which commands are executed in the
system matches the rate at which they are injected. Beyond ten replicas, we overload
the ability of a client to execute incoming commands, and hence throughput flatlines;
this means that clients are now lagging behind while playing the state machine.

5. RELATED WORK

At its base, CORFU derives its success by scaling Paxos to data center settings and
providing a durable engine for totally ordering client requests at tens of Gigabits per
second throughput. The introduction already mentions a variety of real-life uses of
Paxos for which CORFU provides a high-performance drop-in replacement, and we do
not repeat them here.

But how far is CORFU from Paxos? A CORFU log implements a fault-tolerant total
ordering service to which clients propose to append values (page-payloads) and receive
them back in a unique sequence order. This service is at the core of the State-Machine-
Replication (SMR [Schneider 1990]) approach, which forms a total ordering on client
requests and delivers as output an ordered sequence of requests. Covering the mul-
titude of existing SMR solutions is beyond our scope, and we refer the reader to an
excellent survey by DeFago et al. [2003]. Our design borrows bits and pieces from var-
ious existing methods, yet we invented a new solution in order to scale SMR to large
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cluster scales and deliver aggregate cluster throughput to hundreds of clients. This
was made possible via two principles.

—First, we have many small replica-sets, typically each one with 2–5 servers, each
responsible for one or more log entries. These entries form an abstract log, and we
can write and read different entries in the log in parallel, thus utilizing the total
bandwidth available in the cluster.

—Second, we make writing to the log fast by avoiding contention on any entry.
Contention-free appends are managed using the CORFU-sequencer, which guides
clients smoothly from one offset to the next. It is important to emphasize that the
CORFU-sequencer does not have a precise analogy in traditional consensus protocols.
The sequencer might look like a leader, but the big difference is that the sequencer
does not process or store client requests, nor interact with data replicas; it only
handles sequence-number “reservations”. This crucial distinction lets the CORFU
sequencer operate at extremely high rates, free of communication with data replicas.

Putting these two principles together, the replication protocol we devised for CORFU
avoids any centralized IO bottleneck without partitioning data.

Stitching many small replica sets into a global order has also been the goal in a num-
ber of recent works, notably Mencius [Mao et al. 2008]; Kapritsos and Junqueira [2010];
and Calvin [Thomson et al. 2012]. Mencius rotates the tail of the log among the sets in
a round-robin manner, requiring each set to declare a proposal or an empty announce-
ment in its turn. In the latter two, replicas advance in lock-step from one global wave
after another, essentially emulating Lamport’s total ordering protocol [Lamport 1978].

The consensus protocol we use for replicating each log-entry is itself a somewhat
novel consensus variant. The protocol works similarly to chain replication [van Renesse
and Schneider 2004], with passive data-stores instead of servers at each link, and
with the client copying the value from link to link instead of servers forwarding it
to one another. Each replica enforces write-once semantics. Clients reach consensus
by attempting to write to the head of the chain, and copying the head to the rest of
the chain. Client-driven consensus protocols exist already [Gafni and Lamport 2000;
Chockler and Malkhi 2005], but these previous approaches do no scale well with the
number of clients.

Working with our architecture brought additional challenges, which were met with
more deviations from standard Paxos. First, our design creates a new failure mode,
a “hole,” which happens when a client reserves a sequence offset and fails without
completing a consensus decision on it. We fill such a hole by contending for the consen-
sus decision with a competing “junk” mark. This leverages the power of consensus for
lightweight fault-handling, without requiring system reconfiguration. Second, when
reconfiguration is needed, we employ an auxiliary configuration manager, which lets
us architect CORFU with only F+1 data replicas for each log-entry (rather than 2F+1,
as in Paxos). This design makes sense because the auxiliary is not a contention point,
and participates only in low-volume operations, hence it can be shared throughout the
cluster and itself be hardened using replication. The foundations for this approach have
been formalized in Lamport et al. [2010]; Birman et al. [2010]; Lamport et al. [2009].

The broader context in which CORFU lies is back-end infrastructure systems for
web applications that are characterized by the need to strike a balance between per-
formance and consistency at unprecedented magnitudes. In this arena, the dominance

ACM Transactions on Computer Systems, Vol. 31, No. 4, Article 10, Publication date: December 2013.



TOCS3104-10 ACM-TRANSACTION November 23, 2013 14:12

CORFU: A Distributed Shared Log 10:21

of high-end commercial relational database systems (RDBMS) like Oracle, SQL Server,
MySQL, and DB2 was put to an almost abrupt stop when major Internet compa-
nies like Google and Amazon faced the challenge of storing huge quantities of data
that need to be retrieved and displayed in real-time. Systems like Amazon Dynamo
[DeCandia et al. 2007] and Google BigTable [Chang et al. 2008] arose, optimizing for
simple and fast store/retrieve functionality. These systems and others like it, commonly
known as NoSQL systems, give up on atomicity, consistency, isolation or durability
(ACID) of traditional RDBMS in return for capacity and performance. The first gen-
eration of NoSQL systems includes several widely-deployed ones, among which are
MongoDB [10gen 2011]; Cassandra [Lakshman and Malik 2010]; Voldemort [LinkedIn
2011]; CouchDB [Apache 2011] and, as already mentioned, Dynamo and BigTable.
CORFU is not targeted to replace such systems, but it can serve as a viable building
block for leveraging consistency. For example, CORFU-Store demonstrates the feasi-
bility of constructing over CORFU a key-value store with multikey ACID functionality,
which goes beyond the semantics of many NoSQL systems.

With the success of first-generation NoSQL systems came a realization that stronger
semantics were needed after all. Percolator [Peng and Dabek 2010] and ReTSO
[Junqueira et al. 2011] are two recent systems built on top of flat object stores, pre-
cisely to provide missing functionality across partitions. Unfortunately, both employ
a centralized serialization authority to manage concurrency. More recently, systems
designed for large-scale data services which provide support for transactions were de-
signed from bare bones (e.g., Megastore [Baker et al. 2011]; WAS [Calder et al. 2011];
Walter [Sovran et al. 2011]; and Spanner [Corbett et al. 2012]). These systems em-
ploy costly concurrency control mechanisms like two-phase locking for cross-partition
transaction support. A very recent distributed transactional system, Calvin, avoids
two-phase locking using the idea of deterministic databases [Thomson et al. 2012],
already mentioned above. Calvin leverages a common source of ordering for lock ac-
quisition, which is implemented via a real-time distributed sequencer; CORFU can
provide an asynchronous replacement for Calvin’s sequencer.

It was argued in a design called Hyder [Bernstein et al. 2011] that one could build a
high throughput in-memory lock-free transactional service over a shared log using op-
timistic concurrency control. Indeed, we have a fully working prototype of Hyder on top
of CORFU. With CORFU operating an a shared log driving Hyder’s optimistic concur-
rency control, we can sustain hundreds of thousands of transactions per second. In fact,
Hyder was the motivating application that initially inspired the CORFU construction,
although CORFU departs extensively from the Hyder-Log proposal in the mechanisms
it employs, such as projections, sequencer, chain replication, the hole-filling protocol,
and write-once units with infinite address spaces.

Finally, there is a strong connection between CORFU and log-structured file-systems
(LFS) [Rosenblum and Ousterhout 1991]. Our rekindled interest in this approach is
partly due to emerging solid-state memory technologies, although not limited to it.
Modern SSD controllers manage storage internally as a log-store, making them ideally
suited for log design, and for eliminating the traditional problem with such systems
such as garbage collection interference with foreground activity [Seltzer et al. 1995].
Zebra [Hartman and Ousterhout 1995] and xFS [Anderson et al. 1995] extended LFS to
a distributed setting, striping logs across a collection of storage servers. Like these sys-
tems, CORFU stripes updates across drives in a log-structured manner. Unlike them,

ACM Transactions on Computer Systems, Vol. 31, No. 4, Article 10, Publication date: December 2013.



TOCS3104-10 ACM-TRANSACTION November 23, 2013 14:12

10:22 M. Balakrishnan et al.

it implements a single shared log that can be concurrently accessed by multiple clients
while providing single-copy semantics.

6. CONCLUSION

Despite almost forty years of research into replicated storage schemes, the only ap-
proach so far to scale up capacity and throughput has been to shard data and trade
consistency for performance. In this article, we presented the CORFU system, which
breaks this seeming tradeoff by organizing a cluster of drives as a single, shared log.
CORFU offers single-copy semantics at cluster-scale speeds, providing a scalable source
of atomicity and durability for distributed systems. CORFU’s novel client-centric de-
sign eliminates any single I/O bottleneck between numerous clients and the cluster,
allowing data to stream to and from the cluster in parallel.
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